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SECURITY ANALYST TRAINING PROGRAM
[bookmark: _Toc234661940]INTRODUCTION
Tools are helpful, but they're only as effective as the people who wield them. The best tools in the world will be useless when the people who handle those devices failed to dissect the information provided or outputs generated by the tools. Hence the most important thing is the needs of the analyst to have essential skills in performing their daily tasks effectively. The main objective of this training program is to produce a security professional—a person on the path to awareness of all aspects of network security.
A security professional is proficient in five disciplines.
1. Weapons and tactics
2. Telecommunications
3. System administration
4. Scripting and programming
5. Management and policy


1. [bookmark: _Toc234661941]WEAPONS AND TACTICS
[bookmark: _Toc234661942]Definition
The discipline of weapons and tactics refers to knowledge of the tools and techniques used by attackers and defenders of the network security realm. A weapon is a software tool that can be used for offense or defense. A tactic is the way to wield a weapon effectively.
[bookmark: _Toc234661943]Tasks
Security professionals should have hands-on experience with the publicly available tools attackers may use to compromise servers and the systems deployed as countermeasures. These tools can be downloaded and used against victim systems in laboratory network. Tools from all phases of offense and defense are important. Offense involves reconnaissance, exploitation, reinforcement, consolidation, and pillage. Defense includes assessment, prevention, detection, and response. Analysts should understand how an intruder executes each stage of an attack and how a defender anticipates, blocks, and/or reacts to that attack.
List of Offensive Tools (Not limited to this list)
	Name
	Function
	Supported Operating System
	Web Site

	NetCat
	Multipurpose network socket tool
	UNIX, Windows
	http://www.atstake.com/research/tools/network_utilities/ (Windows)
http://netcat.sourceforge.net (UNIX)


	Hping
	Packet Creation
	UNIX
	http://www.hping.org


	Ettercap
	Packet manipulation, normally against switched network
	Windows and UNIX
	http://www.ettercap.org

	Kismet or BSD-Airtools

	Wireless Network Discovery
	UNIX
	http://www.kismetwireless.net/

http://www.dachb0den.com/projects/bsd-airtools.html

	Nmap
	Reconnaissance: operating system identification and port discovery
	UNIX, Windows
	http://www.insecure.org/nmap/


	Amap
	Reconnaissance, service discovery
	UNIX
	http://www.thc.org/releases.php


	NBtScan
	Reconnaissance: Windows enumeration

	UNIX, Windows
	http://www.inetcat.org/software/nbtscan.html


	Nikto
	Reconnaissance: Web application vulnerability assessment

	UNIX, Windows
	http://www.cirt.net/code/nikto.shtml


	Nessus
	Reconnaissance: vulnerability assessment

	UNIX server, UNIX and Windows client
	http://www.nessus.org



Must know defensive tools (Not limited to the list)
	Name
	Function
	Supported Operating System
	Web Site

	Tcpdump
	Packet capture and presentation
	UNIX
	http://www.tcpdump.org

	Windump
	Packet capture and presentation
	Windows
	http://windump.polito.it/


	Wireshark
	Packet capture and presentation, plus detailed protocol decoding

	Windows, UNIX
	http://www.wireshark.org

	Argus
	Session data collection and generation
	UNIX
	http://www.qosient.com/argus/


	Snort
	Network Intrusion Detection Engine
	UNIX, Windows
	http://www.snort.org




An analyst who has tried each of these tools will demonstrate a basic level of familiarity with some common network reconnaissance and analysis tools. Remember that these lists represent a subset of tools from the universe of weapons available to attackers and defenders. This section has not listed tools used to perform exploitation, reinforcement, consolidation, or pillage. The defensive aspect has focused on understanding network traffic.
2. [bookmark: _Toc234661944]TELECOMMUNICATIONS
[bookmark: _Toc234661945]Definition	
All aspects of moving data between information assets can be considered as telecommunications. This term encompasses networking in terms of protocols and infrastructure. Telecommunications expertise is absolutely crucial for security analysts. The core task for security analysts is inspection of traffic, so they must understand how packets are created and carried and what data they contain.
[bookmark: _Toc234661946]Tasks
Telecommunications involves fundamental knowledge of the TCP/IP protocol suite. Analysts should be comfortable using tools to decode packets and should differentiate among the three types of traffic: normal, suspicious, and malicious. Analyst also should be capable of deploying their own local area network and should understand the components and layout of average corporate campus networks. Analysts should know the different sorts of technologies used to carry digital data and have at least some troubleshooting skills.


3. [bookmark: _Toc234661947]SYSTEM ADMINISTRATION
[bookmark: _Toc234661948]Definition
System administration is the art and science of deploying and supporting operating systems and applications. From the analyst perspective, system administration means awareness of the software that creates network traffic. It is impossible to identify malicious traffic if the investigator cannot comprehend the workings of the target application or operating system. At a certain level of examination, all network traffic involves system administration duties. Intruders do not add unauthorized users to victim computers by manipulating the sequence number in a TCP segment or the "don't fragment" bit in an IP header. Instruction that focuses on packet-level details while ignoring application content misses the boat.
[bookmark: _Toc234661949]Tasks
Analysts should have one or more operating systems of choice and should devote themselves to understanding the operating system to the best of their ability. They should learn how to deploy common applications on the operating system, such as several of the following services:
· Remote access (via Secure Shell, Microsoft Terminal Services, and so on)
· World Wide Web
· FTP
· E-mail
· DNS
· Database
The best way to be familiar with operating systems and applications is to use as many of them as possible. Deployment of a personal computer lab is a great way to combine telecommunications and system administration tasks


4. [bookmark: _Toc234661950]SCRIPTING AND PROGRAMMING
[bookmark: _Toc234661951]Definition
Scripting and programming are the ability to make a computer accomplish tasks you define and execute. It's the ability to move from a user, reliant on others, to an operator, capable of altering the rules of the game. Scripting and programming allow you to develop tools that meet your needs.
Scripting refers to languages that are interpreted and remain in human-readable form at runtime. Examples include shell scripts written for the Bourne shell (sh), the Bourne Again Shell (bash), and the C shell. Languages like the Practical Extraction and Report Language (PERL), Python, and the Tool Command Language/Tool Kit (Tcl/Tk) are also interpreted; you do not compile the source code for any of these languages into object code.
Programming refers to languages that are compiled into object or executable code. Programming languages include C, C++, Java, C#, and many others. These are high-level languages. Lower-level languages include machine language and assembly language. Machine language is the absolutely lowest form of programming. Machine language instructions consist entirely of numbers understood only by the processor for which they were coded. Assembly language exists at one step above machine language. Assembly language consists of short human-readable statements like ADD and MOV. Machine language shares a one-to-one relationship with assembly language, meaning a single machine language instruction matches up to exactly one assembly language instruction. In contrast, high-level languages offer a one-to-many relationship. A single statement in C or Java expands to multiple assembly or machine language instructions.
[bookmark: _Toc234661952]Tasks
Analysts should be proficient in at least one scripting language and one programming language. Most find shell or PERL scripting to be very helpful. Shell scripts can be used to automate repetitive tasks such as administering sensors. In fact, advanced system administration cannot be done without scripting expertise. PERL is especially useful for parsing logs.
For programming languages, knowledge of C is required by anyone wishing to move to the next level. Most exploit code is written in C, as are many tools. Exploit code, especially code that takes advantage of buffer-overflow vulnerabilities, invariably contains shell code. Shell code is written in assembly language and is specific to the processor architecture of the target. To follow the workings of buffer-overflow exploits, knowledge of assembly language is required.


5. [bookmark: _Toc234661953]MANAGEMENT AND POLICY
[bookmark: _Toc234661954]Definition
The discipline of management and policy refers to all nontechnical aspects of network security. The practice involves high-level security theory, policy development, legal issues, and business operations. While hands-on analysts won't deal with these subjects on a daily basis, those responsible for the network security monitoring operation will. From the perspective of the network traffic investigator, the number one tool for identifying malicious traffic is a security policy. In fact, discovery of intrusions revolves around discovery of policy violations. Without a security policy, who can say what is authorized?
[bookmark: _Toc234661955]Tasks
Most security analysts should be aware of the laws and regulations governing their trade. As they progress through their career, analysts will find themselves more involved in policy and legal issues. Familiarity with your organization's security policy is a must. Analysts must also be acquainted with the security policies of the enterprises they monitor.


[bookmark: _Toc234661956]TRAINING IMPLEMENTATION
	Title
	Core Skill Set
	Years of Experience
	Skills Required for Daily Operations
	Sample Tasks

	Tier 1 analyst
	Enthusiasm to learn and aptitude for technical work
	0 – 1 year
	Basic telecommunications and weapons and tactics
	Validates and escalates Network Security Monitoring  data. Recognizes unusual packets and signs of common malicious activity.

	Tier 2 analyst
	Tier 1 skills
	1 – 3 years
	Advanced telecommunications; moderate weapons and tactics; basic system administrations plus scripting and programming
	Performs secondary validation and escalation of monitoring data. Deploys network infrastructure and operating systems to support a small set of applications. Uses offensive and defensive tools. Authors simple tools to automate repetitive tasks.


	Tier 3 analyst
	Tier 2 skills
	3 – 5 years
	Advanced telecommunications plus weapons and tactics; moderate system administration plus scripting and programming; basic management and policy

	Assumes final authority for validation of monitoring data. Supports security engineers and advises customers on security principles.


	Security Engineer
	Tier 3 skills
	5 + years
	Advanced knowledge of all areas, with moderate knowledge of management and policy

	Engineers security solutions to support customers and security  operations


[bookmark: _Toc234661957]BASIC TRAINING FOR ENTRY LEVEL ANALYST
	Training Day
	Tasks
	Rationale

	1
	Install, configure, and secure a UNIX operating system (FreeBSD, a Linux distribution, etc.). 
	Students gain familiarity with the computer from the ground up by trying a UNIX-like operating system.


	2
	Configure one or more core applications on the UNIX operating system (Web, PostgreSQL, etc.).

	Students learn the workings of important services found on UNIX-like operating systems.

	3
	Install, configure, and secure a Windows operating system. (Windows 2000/2003 server is ideal.)

	Students gain familiarity with Windows server class software. Securing Windows is even more important than UNIX, given the complexity of the task.

	4
	Configure one or more core applications on the Windows operating system (IIS, SQL 2000, etc.).

	Students learn the workings of important services found on Windows operating systems.

	5
	Learn basic network infrastructure configuration, with hands-on time on a Cisco router and switch if possible.

	An introduction to network infrastructure will remind analysts there's more to security than workstations and servers.

	6 – 7 
	Analyze normal network traffic (HTTP, FTP, Telnet, SSH, etc.).
	The best way to help new analysts discover malicious traffic is to expose them to normal traffic.


	8 – 9
	Compromise target servers by using reconnaissance, exploitation, reinforcement, consolidation, and pillage tools. Spend one day attacking UNIX and one day attacking Windows.
	Teach analysts the steps taken by intruders to gain unauthorized access to victim systems. Instructors should collect the traffic generated by these attacks.


	10
	Analyze malicious traffic generated during the previous two days.
	Analysts will learn how their attacks look when seen through data collection techniques.


	11 – 15
	Sit "side saddle" with an on-duty senior analyst to observe operations and learn policies.

	One week of observation is generally sufficient to gain a basic understanding of normal operations.


	16 – 20
	Assume primary responsibility for network security monitoring duties, but under the supervision of a senior analyst.

	At this point the entry-level analyst has responsibility for interpreting and escalating events. However, he or she can turn to an experienced mentor for on-the-spot guidance.


	21
	Take a validation exam. If successful, the analyst can assume primary duties without requiring constant supervision. When working in teams, two junior analysts should never be paired. Always pair a senior with a junior.

	The validation exam should consist of a written test to evaluate the entry-level analyst's expertise. A "check flight" should be run to assess the analyst's performance using the Network Security Monitoring operation's tools, techniques, and policies.




